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Cyber Security fur

Dr. V. Lang, Aug 2018
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URGENT FIELD SAFETY NOTICE

Information About Cybersecurity Update for Accent™/ Anthem™, Accent L DOSE
MRI™/ Accent ST™, Assurity™/ Allure™ and Assurity MRI™ devices I)S

28 August, 2017

Dear Doctor,

We are advising you of th
intended to address th

er firmware (a type of software) thatis
isk of unauthorized access to oy pacemakers that utilize radio frequency

SCIENCE N\ TECH LYBERSECURITY \

need a firmware

defibrillator (ICD) or cardiac resynchronization therapy defibrillator (CRT-D) devices. This firmware
upgrade incorporates two updates to improve performance and strengthen the security of these
devices. These updates are part of Abbott’s ongoing commitment to continuously improve patient comd

Care. Uber 1,7 Mio.

WHAT IS THE PURPOSE OF THE NEW UPDATE? handelbara

The ICD and CRT-D firmware upgrade incorporates two updates designed to strengthen the security
and improve the performance of your ICD or CRT-D. The security update provides an additional
layer of protection against unauthorized access to vour device. It is intended to prevent anyone other
than your doctor from changing yvour device settings. Abbott has had no reports of hacking or
unauthorized access to any patient’s implanted device.

Wertpapiere.

-

Traden ab 3,90
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A NEW PACEMARER HACK PUTS
MALWARE DIRECTLY ON THE
| DINICE

News - Hintergrund Events

@ heise Security

Security = 7-Tage-Mews > 08/2018 = Maochten Sie sterben? Malware gegen Herzschrittmacher 13sst Hersteller...

Mochten Sie sterben? Malware gegen Herzschrittmacher
lasst Hersteller kalt

10.08.2018 17:18Uhr - UliRies )

Ein Schrittmacher des US-Herstellers Medtronic (Bild: Medtronic )

Die Firma Medtronic sieht kein Problem darin, dass Hacker die Software in ihren
Herzschrittmachern nach belieben manipulieren kénnen.

Zwei Hacker haben einen Hersteller von Herzschrittmachern und Insulinpumpen auf schwere
Sicherheitsliicken in dessen Produkten aufmerksam gemacht. Das Spektrum der Liicken

10. August 2018

Yy

|CS-CERT Flags Medtronic
Devices for Cybersecurity
Vulnerabilities

A Medtronic patient monitor and an insulin pump
were flagged this week by ICS-CERT for cybersecurity
vulnerabilities that could expose sensitive data to
attackers.




Cyber Security = Informationssicherheit

Cyber Security oder Informationssicherheit bezeichnet die Eigenschaften zum
Schutz von IT-Systemen von Diebstahl oder Beschadigung von Hardware,
Software oder Informationen. Daruber hinaus der Schutz von Unterbrechung
oder Veranderung der IT Dienste*.

Research

SHOCK-ON-T

Sicherheit
 Beschadigung von HW oder SW

 Unterbrechung oder
Veranderung von IT Diensten™>*

Vertraulichkeit
 Diebstahl von Daten

« Datenmissbrauch
(Erpressung)

*https://en.wikipedia.org/wiki/Computer_security

4 **http://www.profitsoverpatients.com/ ‘;;; BIOTRONIK



Cyber Security fur
Medizinprodukte -
Zulassungsanforderungen

« Externe Anforderungen

« FDA Pre-market und Post-market
Guidance = Regelsatz zur
Zulassung von Medizinprodukte
in USA

 NIST* Framework
Empfehlungen der US
Standardisierungsbehorde

« Werte festlegen

« Werte schitzen

« Angriffe detektieren
« Reagieren

« Wiederherstellen

5
*NIST: National Institute for Standards and Technology

Postmarket Management of
Cybersecurity in Medical Devices

Guidance for Industry and Food and
Drug Administration Staff
Document issued on December 28, 2016.

The draft of this document was issued on January 22, 2016.

For questions regarding this document, contact Suzanne Schwartz, Center for Devices and
Radiological Health, Food and Drug Administration, 10903 New Hampshire Ave., Bldg. 66,
rm. 5434, Silver Spring, MD 20993-0002, 301-796-6937. For questions regarding this
document as applied to devices regulated by CBER, contact the Office of Communication,
Qutreach and Development in CBER at 1-800-835-4709 or 240-402-8010 or

ocod@fda hhs.gov.

U.S. Department of Health and Human Services
Food and Drug Administration

Center for Devices and Radiological Health
Office of the Center Director

Center for Biologics Evaluation and Research

U.S. FOOD & DRUG

ADMINISTRATION

Graphic Courtesy of NIST
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Cyber Security fur Medizinprodukte
iIntegriert sich in das Risikomanagement

Recommended Security Risk Process ISO 14971:2007 Safety Risk Process

 Interne Anforderungen

e Teil des existierenden
RiSikO Management 1 Security risk analysis Risk analysis e
Prozesses l ?< 1

(1SO 14971) — / e \ -

=1 i 1 Risk control 11
Security risk control Security controls Safety controls

l affecting safety affecting security l
e Cyber Security Prozess hat " Socury vk sccopabity T i sccopaity
R U C kko p p I U n g Z u m Security rlsklmanagernent l

Security risk management plan Safety risk management plan

report Risk management report
Risiko Management | |
L Production and post— Production and post— _n
production information production information

e Complaint/vigilance data for security expertise assessment ------------'

Figure 4 — Relationships between the security risk and safety risk management processes

e Risiko Bestimmung Bedrohung > Verwundbarkeit - Lucke
ist &hnlich zu Funktion - Gefahrdung - Grund

° © BIOTRONIK




CS fur Medizinprodukte im QM System 15013485

e
t—+— Ebene 1: Prozesslandkarte

i




Cyber Security fur Medizinprodukte
CS Werte bei BIOTRONIK

Interfaces USB-
Device
USB
..%.4——»
Printer
USB (]
.-%»4———» =
Bluetooth Printer - -
*+ ___.+|=| Home Monitoring
- = Service Center
. P - CSC User
| ;
~—~Wandless e
L~ = Client
. telemetry g
- = i m
0K (+@ § _
— LA
]
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Cyber Security fur Medizinprodukte
BIOTRONIK Prozess zur CS Risikobestimmung

Assets | Threats | Adversary | Assess- |CS Risk

Interest ment Controls
Be- Interesse Be- MalRnahmen
drohung | des wertung
Gegners
BIOTRONIK Asset list STRIDE CVSS CVSS Score  Risk Control in
Prozess in CRA* threat Score*** CRA
model**
Beispiel Wandless Spoofing Medium (Short High Wandless
Telemetry identity Range) telemetry nur
aktivieren, wenn
Identitats- (1)
tauschung Spulentelemetrie
aktiviert und
(2)
Schlisseltausch
erfolgt ist

* Cyber Security Risk Analysis
**https://msdn.microsoft.com/en-us/library/ee798544(v=cs.20).aspx

9 ***https://www.first.org/cvss/ BIOTRONIK



Cyber Security fur Medizinprodukte
in BIOTRONIK’s QM System

« Betroffene Medizingerate

« Vorhergesehener Gebrauch
« Umfeld

« Cyber Security Prozess

 ldentifizierung der Assets /
Werte

« CS Risikoanalyse
« CS Gebrauchsanweisungen
« CS Vorfall
« Entdeckung
 Reaktion
 Wiederherstellung

10 & BIOTRONIK

QM = Qualitatsmanagement



Cyber Security fur Medizinprodukte
Risikokontrollmalinhahmen — Home Monitoring

« Home Monitoring amrer
 Risiko (beispielhaft) ' .
» Denial-of-service _ @ ] ' e
(Batterie leeren) el = |
 ldentitatstauschung - e 4
(Parametereinstellung von einer ;\:\'\,/
unberechtigten Person) ==
« Patientendaten lesbar r T
v
@) PGH Q WT
 KontrollmalRnahmen (beispielhaft) ﬁ“" ' PD (e.g. Gardio
« Implantat kontrolliert f essensersman
Kommunikationsstart und -dauer | I k]
(keine externe Initiierung) S a
« Implantat kann durch HM nicht RN | irelaiie
umprogrammiert werden Hasics =

* Verschlusselung
11 60 BlPTR(?NlK
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Prozess bei Cyber Security Vorfallen

ICS-CERT q

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGEMCY RESPONSE TEAM

ABOUT ICSIWG INFORMATION PRODUCTS TRAINING FAQ

Thao Matinnal Cvharcacrnrihsy and Cammaimicratinne fantart llic
From: CS0C <csoc@inl.gove
To: CSOC <csoc@inl.govs
Cc: %@bimronik.com, Jay Angus <jay.angus@hq.dhs gov:, CSOC <csoc@inl gov>, ICS-CERT <ics-cert@hq.dhs.gove
Date: 18.06.2018 1710
Subject: Yulnerability Coordination Information
Hello Biotronik

[ wanted to reach out to you to inform vou about information that may potentially have a security impact on some of vour products. A security researcher has informed us that

P

SUDSCTDE - " Vulnerabilities

CTIET VOO BT S TeEs S

12 B
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Prozess bei Cyber Security Vorfallen

e Personal bereitstellen
 Notfallteam festlegen

e Erreichbarkeit 24/7

@ BIOTRONIK



Weiterbildung

...mit Hilfe von
Fachverbanden

Cybersecurity vulnerabilities of cardiac implantable
electronic devices: Communication strategies for
clinicians—Proceedings of the Heart Rhythm Society’s
Leadership Summit @ ©

David J. Slotwiner, MD, FHRS,** Thomas F. Deering, MD, FHRS, CCDS,* Kevin Fu, PhD,"
Andrea M. Russo, MD, FHRS," Mary N. Walsh, MD, FACC,
George F. Van Hare, MD, FHRS, CCDS, CEPS-PC**

From the *New York-Presbyterian Queens, New York, New York, *Cardiology Division, Weill Cornell
Medical College, New York, New York, *Arrhythmia Center, Piedmont Heart Institute, Atlanta,
Georgia, *College of Engineering, University of Michigan, Ann Arbor, Michigan, YCooper Medical
School of Rowan University, Camden, New Jersey, | St. Vincent Heart Center, Indianapolis, Indiana,
and **Division of Pediatric Cardiology, Washington University in St. Louis School of Medicine, St.
Louis, Missouri.

Slotwiner et al  Cybersecurity Vulnerabilities of Cardiac Implantable Electronic Devices e63

Researcher identifies a National Cybersecurity
potential cybersecurity * and Communications
vulnerability Integration Center

is being evaluated. FDA = Food and Drug Administration.

A Manufacturer exploited
~ & * Options to mitigate risk of
il Coordinated 3 cybersecurity vulnerability
il Communication * Risks associated with a CIED

Figure1 Evaluation and notification sequence of a new cybersecurity vulnerability threat: Assessment of a potential cybersecurity vulnerability requires exper-
tise from the Department of Homeland Security’s National Cybersecurity and Communications Integration Center and the manufacturer. The Federal Bureau of
Investigation becomes involved if there is potential criminal activity. If the vulnerability is validated. the discussion between health care professionals and patients
should consider these 6 topics. If the claim of a new vulnerability is released directly to the public, there will be a period of uncertainty and anxiety while the claim

Healthcare professional— patient
discussion points:

= Potential consequences if
— cybersecurity vulnerability is

software/firmware update

* Technical feasibility to exploit

. cybersecurity vulnerability

= Long term solution to
cybersecurity vulnerability

= Benefits of device vs. risk from
cybersecurity vulnerability

14
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CS fur Medizinprodukte bei BIOTRONIK r A
Zusammenfassung |

N

BIOTRONIK Systeme haben keine unkontrollierten Risiken

BIOTRONIK hat einen adaquaten Cyber Security Prozess als Teil des QM
Systems etabliert, das alle regulatorischen Anforderungen erfullt und nach
1SO27001 zertifiziert ist.

- Alle BIOTRONIK Produkte, die CS Relevanz haben, wurden vollstandig
analysiert und bewertet nach einem den Produkten angepassten
Gefahrdungsmodell und state-of-the-art CS Bewertungskriterien.

- KontrollmalRnahmen wurden identifiziert, bewertet und umgesetzt. Diese sind
verifiziert bezlglich Wirksamkeit. Spezifisch, alle Malnahmen bezlglich
Patientensicherheit sind im CS Bericht gelistet.

- Alle identifizierten Cyber Security Risiken sind somit
kontrolliert.

15 * as of 09. Aug 2018 M BIOTRONIK



Danke fur Ihre Aufmerksamkeit

BEAT THEM

2
ELBONIAN HACKERS 5 Tl-}Ith?I?&G g THIS 1S YOUSE
ARE TRYING TO STEAL 2l Tmore 3| SURPRIS- CALL
OUR SOURCE CODE. | ALONG THE IMPROVE IT INGLY DAT A
il "UINesoF ORELSE TiL |E| MOTIVA-  FIRE-
i £ IMPROVING HAVE OUR E TIONAL. WALL?
SEND OUR ] "oUR DATA GOONS BEAT |3 (
GOONS TO 1 EECURIW vouur. |
; !
s ?
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